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SCA-10T2050 Access to Azure loT Hub

This guide will introduce that how to make SCA-IOT2050 access to Azure IoT Hub.

For more information, please see chapter Support & Service.
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Overview

Real-time acquisition of machine production data, industrial network communication, database storage and cloud
transmission, intelligent equipment management, complex edge computing applications (Machine Vision, Prognostics
and Health Management, etc.)

e Itis suitable for networking requirements of clustered machines and complex edge computing applications
e Based on Siemens SIMATIC I0T2050 with reliable quality and powerful computing power

e Containerized deployment of Azure loT Edge, deploy Azure Edge intelligence

e Integrated lloT-Module industrial application software Docker image

e Container OTA and application OTA

e Provide custom application software development services

e European CE, UL, CCC certibcation

Preface

These operating instructions contain all the information you need for commissioning and operation of a device in
the SIMATIC 10T2000 family.

It is intended both for programming and testing personnel who commission the device and connect it with other
units (automation systems, programming devices), as well as for service and maintenance personnel who install add-
ons or carry out fault/error analyses.

Basic knowledge requirements

Knowledge of personal computers, operating systems and programming is required to understand this manual.
General knowledge in the field automation control engineering is recommended.
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1 Accessing to Azure loT Hub

1.1 Requirement

e SCA-IOT2050 in the environment to access the Internet.
e An Azure Account:

o Azure loT Hub
o Azure DPS
e EdgePlant (version: 2.3.0 or higher)

1.2 Procedure

1.2.1 Create a Policy for DPS
p BEAR. RENLRGH) 08 0 & fﬁﬁfﬂiﬁi'ﬂ‘:ﬂ?ﬁé‘#‘&i’ =

M| > dpsdev

o BIGER g
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Hna* O
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BaERESE O
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ERAEEH
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BERABNES
FEAR ID *

[ quick-single-dps-demo v]

loT FiigsE D ©
‘ #H D ‘

loT Edge & @

( True False )}

HEBOIERESBIPL O
[ semiss v

IEEHRETHETIE loT Pl O
[ SCAPEAK-Plazure-devices.cn v] -

write down these info:

parameter value

DPS endpoint dpsdev.azure-devices-provisioning.cn
ID Scope 0cn0002621C

Device ID / Registration ID quick-single-dps-demo

symmetric key <your symmetric key >
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1.2.2 Access to Device by EdgePlant

Double click EdgePlant.exe to run it.

Device named /0T2050 can be list automaticaly.

#§ EdgePlant V2.3.0.RCT - X

oo S

-l EREEER

-z FELIKR[192.168.1.120) LS EAE
| = 9 [or20s0
| - HS: SCAEdge-X200 . — Ry A
o S Eth1[192.168.1.105) SIMATIC IOTZOSO I Erj?ﬁ_ftlﬂkmﬂ*gﬂb*
e o FELLKR[192.168.1.120]_EFE LAY
ST R
TR L ESHEL, SIMATIC I0T2050 #5a] BRA EEFBRUnERSFHR, ZERMBENRNXSTHE, TEEEESR
IEIUEFE. B, INEIEERES I SERIMSEIATSIE, FHEREXTINESETRRS. MEEEIAE I TET=ATTRatmE
RIREZRS MindSphere t8+5 55, BTFESEAFKANLEITENEE, SIMATIC I0T2050 thaT #EakFIFAI JF T UShERRRT =R, e r—
< > =
s TR iE}E Industrial Edge &
WIS EIG ARSI ETIEE, SIMATIC I0T2050 TIS2#MERZIFEI1F Industrial Edge A2 53R, 1ZMX T EEEEF-IREM 1) EF
BRER SCAEdge Al sitstrtENERe SRR T AR, SHEiktNE, BN, £/ EENSIES . EFLEERITERNSSSIERANES: £
o X200 EIRENSEE RS, MEEEEA. s AR
whERE SCAPEAK
sl =t 2021.09.16 —
= 70.70001 i&iﬁﬂkﬁlﬂ*ﬁfﬂzm —mr
i ERR &
BREER 1072050 BHEBFETATER (1loT) A5, IXIER SIMATIC 1072050 TIVIBRESEMANHERFTE: Bigm¥, TiEemss T &
v EthomO BUkRIEO ., EERRNSER, IGSTIBESMSIRENEIE, SIMATIC I0T2050 BEZAEF Debian Linux #9 SIMATIC Industrial OS @(F&S, of
MACHS}E 8CF319.20.08:80 BT T AR RS R IT AR PANEHE R,
IPiEst B
1Pitsit 192.168.200.1 T
Bz ] 255.255.255.0 Eﬂnﬁ‘é‘é
BiARRE 0000
v EthiED PARED SIMATIC 1072050 &#&38AH) Texas Instruments ARM 4ME85. 2 GB DDR4-RAM RiFFILNEO (AIFFEEM-KH mPCle #0. Gbit
MAC3HEIE 8C:F3:19:29:C8:B8
ISt - .
L — L K VU T
—— ‘2021-10-10 15:14:53 1072050 .
BRER (2E)
I

1.2.3 Input the configuration info

A

{WE - L4 | B EEE ‘
=N #RAzure-loTiR B HIRRE v HTTPHE
= | aERE BEHTTPRE =

LEEM, 127.0.0.1
=ts0 8888

v BFigE
EEID quick-single-dps-demo
R AMQP
EaE 60

v EEMAES
BEsEs d .azure-devices-provisioning.cn
IDER 0cn0002621C
A e ERER
SEBHER REGNEIEEARE

v HEEEILE
OPCUABESRES opctcp://localhost:4840 MySOL
R 2000 MYSQU/Mar...

v Bl HEEES
BEEsEER opcua_read_value opcua_write_value file_upload file_downl = —

el wAnd

. . HERAzure-loTEEERS
loTRLEHEEID, BE2550F/. MRKATXSNIHRERES, HFEEAEIDARIBHACN—2 R e e

| BETHXMITSEY
EdgeRpplication.AzurelotDeviceAgent.AzureIotDeviceAgent Config
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1.2.4 Write symmetric key

i mE -
- [l #8RAzure-loTRERIEES v HTTPRE
- O REES BEHTTPHREE &
w3 TEEEN RIBEH), 127.00.1
=ts0 8888
v BFgE
BEID quick-single-dps-demo
R AMQP
AT 60
v igETRRsS
BEREs dpsdev.azure-devices-provisioning.cn
IDFEE 0cn0002621C
e | .
HHRER (R-EEAE)
) ’/opckpr”loﬂlhocﬂw
[E TR 2000
TiEERS
opcua_read value opcua_write_value file_upload file_downl _—
En2E wEne
e -
XSOGES (B—itAFEEAHE) FERAzure-loTEEERS
: AzurelotDeviceAgent
| TEEmERTS | | TEARRETE |
ureIotDeviceRgent_Config
'
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1.2.5 Config Pre-Telemetry Topic (Optional)

Pre-Telemetry will send some customized info when AzurelotDeviceAgent Start.

Example_1: Report DATETIME.

‘mE - ¥ 4 & | i Bt FELDDT
=l #sRAzure-loTRERERS v
O cEEE e FIELD DT1
03 FEEEN FERE HENETER
=-(&) Topicl FESH DATETIME(3)

@ FIELD_FIXEDSTRING2 FrREER )
OPCUATREE
FERER

EEFRER, FE63NTFH.

| BETHXMLITEEEY

<Field FieldName="FIELD DT1" FieldAlias="HE#88f[fZEL" FiledType="DATETIME(3)"
DataFormat="NOW(3)" DataSource="DataFormat"™ ItemNode=""/>

Example_2: Report Device Name SCA-/072050.

= J 4 ‘& | : Btt: FIELD FIXEDSTRING2
-l #RAzure- 1o TRERIERS v
FERERR FIELD_FIXEDSTRING2
FERAE BEFHHETER
=-(%) Topicl FESEEE VARCHAR(200)
i-[D] FIELD_DT1 HEER SCA-10T2050
S FERIER HEERY
OPCUARE
FREH
BEFERER, AEE63IFH.
| BETEXMLITEEY
<Field FieldName="FIELD FIXEDSTRING2" FieldAlias="BEFEFFEFE" FiledType="VARCHAR
(200) " DataFormat="SCA-IOT2050" DataSource="DataFormat" ItemNode=""/>
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1.2.6 Save your Configuration

&= Btz 2EkE
v HTTPHE
BEHTTRPR &
KB 127.001
Etl=0 8888
v BEigE
2D quick-single-dps-demo
BRIMY AMQP
FEaiE 60
v iaEfREs
BEsES dpsd: devices-provisioning.cn
IDER 0cn0002621C
RS ek NERER
EHHES SEaNEHR RS
v BNEEGE
OPCUARERERES opc.tep://localhost:4840
ERSEEE 2000
v B
BESEER opcua _read value opcua write value file upload file downl
EBMER
AEBHES
| EETHXMIBSEL
EdgeApplication.AzureIotDeviceAgent.AzurelotDeviceAgent Config

AYSOL
MYSQL/Mar...
BaRERERE

EREE wane

B Azure-loTIREEES
: AzurelotDeviceAgent

1.2.7Restart Process AzurelotDeviceAgent

 Elsmnt Dedeems [Qzemn M zses s65s - 1= sevs @gueEs [Mazs0 Ress~ O zsxo=

DETERRE RS

HBEE

uID PID
root 1
root 36
root 37
root 48
root 309
root 313
root 326
abc 327
abc 590
abc 591
root 640
root 651
root 727
root 733
root 734

PPID
e

1

1
36
1
309
48
313
327
327
326
1

1
648
733

DO WO DO 0000000 ® DO

STIME TTY TIME CMD

@7:08 ? 00:00:00 s6-svscan -t@ /var/run/s6/services

e7:e8 ? 00:00:00 foreground if /etc/s6/init/init-stage2-redirfd foreground if Heoc
e7:08 ? ©0:00:00 s6-supervise s6-fdholderd

@7:08 ? 00:00:00 foreground s6-setsid -gq -- with-contenv backtick -D @ -n 56_LOGG...
e7:e8 ? 00:00:00 s6-supervise mariadb

07:08 ? 00:00:00 bash ./run

07:08 ? | g iy x

@7:08 ?

e7:08 ? R ‘/"FJ peak/Azure/AzurelotDeviceAg --datadir=/config/databases --plugin-dir=/...
@7:e8 ?

@7:08 ? PID: 727 [] Debian Linux ler

87:08 ? ._OPCUA_SERVER

@7:23 ? LIME |—|!EﬂE I _leAgent

o =

o1

A ERsReTESEEAT, SRSEEANRATAG, AESEEAS?

]|

@aE RN

EERGEESEAL.
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2 Verify AzurelotDeviceAgent

Double click to cat AzurelotDeviceAgent's log.

HECR —

1

}

[2021.10.10 ©7:46:42.470] [TRACE] [Topici]

EETBUEBNE S, MSG_ID-1633852002470 M
FIELD_DT1 "2021.10.10 07:

\
}

[2021.10.10 ©7:46:42.496] [TRACE] [Topicl] E MSG_ID=1633852002476 3% [E] 455 =I0THUB_CLIENT_CONFIRMATION_OK
[2021.10.10 ©7:46:42.496] [TRACE] [Topici] . MSG_ID=1633852002470 i&[E]45H-I0THUB_CLIENT_CONFIRMATION_OK

[2021.16.18 ©7:46:42.588] [INFO ] [AzurelotDeviceAgent] ¥{$£Rik,
[2021.10.18 43.471] [DEBUG] [Topicl] TopicProcess_RegularPublish. ..
[2021.18.10 43.471] [DEBUG] [Topic1] TopicProcess_RegularPublish...
[2021.108.10 43.471] [ERROR] [Topicl] TopicProcess_RegularPublish error
[2021.10.10 ©7:46:43.471] [ERROR] [Topic1] TopicProcess_RegularPublish error
[2021.10.10 43.471] [INFO ] [Topic1] EXIT

[2021.10.10 ©7:46:43.471] [INFO ] [Topic1] EXIT

[2021.10.10 43.476] [INFO ] [AzureIotHub] IotHub Disconnected
[2021.16.16 ©7:46:43.476] [INFO ] [AzurelotDeviceAgent] IotHubTMFiFF
[2021.10.10 ©7:46:43.476] [INFO ] [AzurelotDeviceAgent] 3

[2021.10.10 ©7:46:45.748] [AzurelotDeviceAgent] HiEi
[2021.10 45.740] [INFO ] [AzureIotDeviceAgent] HEILfF: /opt/scapeak/Azure/AzurelotDeviceAgent.log FZFIFEFF: AzureIotDeviceAgent i H: 3 SCHFMRHI: 1024K
[2021.10 :46:45.741] [INFO ] [AzurelotDeviceAgent] ¥(f$ID: 5.2.1. 4 Z%5: AzurelotDeviceAgent GUID: 4189667D-FDC3-43AC-8DA3-81BA4833EAFF ARZ: 1.4.1.RC2 BAFH#I: 2021.10.08 FHE
JIHUAN Azure-IoTE ERER S

[2021.10 146:45.741] [INFO
[2021.10 :45.741] [INFO
[2021.10 :46: [INFO
[2021.10 5. [INFO
[2021.10 . [INFO
[2021.18 . [INFO
[2021.10 . [INFO

[2021.10 : 5 [INFO
[2021.10 . [INFO [AzureIotHub] Connect...
[2021.10 :46:45.859] [INFO ] [AzureIotHub] Provisioning API Version: 1.8.@

] [AzurelotDeviceAgent]
]
1
]
]
]
]
1
%
[2621.18 H .019] [INFO ] [AzureIotHub] Prov: oning Status: PROV_DEVICE_REG_STATUS_CONNECTED
]
]
]
]
1
]
]
]
|
]

[AzureIotDeviceAgent]
[AzureIotDeviceAgent]
[AzureIotDeviceAgent]
[AzureIotDeviceAgent]
[UAService] UAServicefR3
opc.tcp://localhost:4840

[2621.108 B 6.26 [INFO [AzureIotHub] Provisioning Status: PROV_DEVICE_REG_STATUS_ASSIGNING

[2e21.10 . [INFO [AzureIotHub] ¥W&VEM iothub_uri=SCAPEAK-PI.azure-devices.cn, device_id-quick-single-dps-demo
[2021.10 [INFO ] [AzureIotHub] ToTHubClient_SetMessageCallback...successful.

[2621.18 [INFO Waiting for C2D methods

[2021.10 [INFO ] [AzureIotDeviceAgent] IoT HubiEEEmK

[2021.10 .191] [INFO ] [AzureIotHub] The device client is connected to iothub

[2021.10 [INFO ] [AzureIotDeviceAgent] BB R .

[2021.10 :50.865] [INFO ] [AzurelotDeviceAgent] &/ETOPICARZ3ERE: Topicl

[2021.10 50.865] [INFO ] [AzureIotDeviceAgent] T

[2021.10 46:50.865] [INFO ] [Topic1] TOPICARZ:

This device has access to iothub_uri=SCAPEAK-Pl.azure-devices.cn successfully!

Microsoft Azure FattteEiyes [Nl ) G ® g 0 5 orEGhumpre

F® > dpsdev

quick-single-dps-demo - X

B es Oy C =xenss

O Tu==sd

NERR A AR S S B A TR IR A AT =

B assigned
BSEAIFL: SCAPEAK-Pl.azure-devices.cn
1% ID: quick-single-dps-demo

_ERESECATIELSun Oct 10 2021 15:46:46 GMT+0800 (FEHRERTE])

BIRRTERR
SHIERR
L STFREEH
E=: )
30
HENEE
30
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3 Integrates with Azure loT Explorer

Lauch Azure IoT Explorer and access your /OT Hub with iothubowner's primary connection string.

# Azure loT Explorer (preview)
File Edit View Window Help

Azure loT Explorer (preview)

Home > loT hubs

— i Add connection

‘ = loT hubs

&7 10T Plug and Play Settings SCAPEAK-PI -

Host name

[ Notification Center
SCAPEAK-Pl.azure-devices.cn Iy

Shared access policy name

iothubowner Iy

Shared access policy key

Connection String

> View devices in this hub

Find assingned device named quick-single-dps-demo .
P Azure loT Explorer (preview) - X
File Edit View Window Help

Azure loT Explorer (preview) Notifications Settings

Home > SCAPEAK-PI > Devices > quick-single-dps-demo > Device identity

= < Manage keys
‘ [ Device identity
Device identity

B Device twin

Device ID ©
[ Telemetry

‘ quick-single-dps-demo ‘ s
> Direct method . ~

Primary key ©
=1 Cloud-to-device message ‘ @ ‘ D
& Module identities Secondary key ©

| °]®
&7 10T Plug and Play components

Primary connection string ©

| =] o

Secondary connection string ©

| =] o

“/  Connection string with SAS token ©

Connect this device to loT hub

e Enable
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Telemetry quick-single-dps-demo and cat its D2C message.

Azure loT Explorer (preview) Notifications Settings

Home > SCAPEAK-PI > Devices > quick-single-dps-demo > Telemetry

B Stop [] Show system properties Ti] Clearevents {} Simulate a device

E Device identity

Telemetry ©
A Device twin

Consumer group O
[ Telemetry

« Direct method Specify enqueue time ©

3 Cloud-to-device message

& Module identities
@ Receiving events. )

&

vouy .

loT Plug and Play components “FIELD_DTL”: 72021.10. 13 05:35:24.8307,
“FIELD_FIXEDSTRING2”: “SCA-10T2030”

“enqueuedTime”: “Wed Oct 13 2021 13:35:24 GUT+0800 (=EFFESE)",

“properties”: {
DeviceId”: "quick-single-dps—demo

Wed Oct 13 2021 13:35:23 GMT+0800 (chEiTHE):

“body”: 1
“FIELD_DTL”: “2021.10.13 03:35:23.829",
“FIELD_FIXEDSTRING2”: “SCA-I0T2030”

MERTTE)”,

Ve”,qA\eJec’TJme”‘ "Wed Oct 13 2021 13:35:23 GMT+0800 (-

nronerties

Here are D2C message and reported continuously.

This step run on 2021-10-13 13:35 GMT+0800 (standard time of China).
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Support & Service
FEg
AFMAMATIRE B TtRRTEHR AR 8] IRHIRS SRASH.
BAZIFEIA

E-mail: support@scapeak.com

Contact Us

folt: T E IR TR XN 77 SEREMEEIRITFOAETE710ZE

Ptk : www.scapeak.com

TEL : 400-8544-418

HR4: 214000
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